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CEMIG

Information security is a highly relevant topic for Cemig because, in an increasingly connected world,
controlling and protecting the company's data network becomes essential. Sound management of
technological resources and assurance of security are fundamental to mitigating risks related to the leakage
and misuse of personal data, as well as to preventing unauthorized access to confidential and strategic
information. To this end, Cemig has continuously invested in its Information Technology (IT) infrastructure,
seeking to strengthen IT service governance and management, as well as information security.

Information governance and security are managed in the company by the Vice Presidency of Information
Technology (VPI), which has a management team dedicated exclusively to the cybersecurity process.

The Board of Directors is advised by the Vice Presidency of Information Technology, which provides monthly
reports presenting relevant security actions and their implementation status. As one of the main risks for the
Company, this topic is also monitored by the Risk Committee within the scope of the Board of Directors.

Cemig has an Information Security and Cybersecurity Policy that includes guidelines and principles related to
the topic. This policy defines the guidelines, responsibilities and objectives established to ensure the protection
requirements of the Company's information environment and cybersecurity. It can be accessed on the
company's website at www.cemig.com.br/politica-de-seguranca-da-informacao-e-seguranca-cibernetica/.

C2M2 - Cybersecurity Capability Maturity Model

Cemig adopted the C2M2 framework (Cybersecurity Capability Maturity Model) to drive continuous
improvement in its Cybersecurity and Information Security maturity.

C2M2 is a tool developed by the U.S. Department of Energy to help organizations assess and improve their
cybersecurity capabilities. It focuses on both information technology (IT) and operational technology (OT)
assets and environments.

Domains: The C2M2 framework is divided into ten domains, each representing a key area of cybersecurity
practice:

Our company achieved Level 3 in the C2M2 framework in 4 of the 10 domains and Level 2 in all domains,
indicating that our cybersecurity practices are managed and applied consistently. This achievement
demonstrates our commitment to maintaining a robust cybersecurity posture and protecting our assets and

operations.
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Figure 1: Tracking of the C2M2 framework (Cybersecurity Capability Maturity Model) to drive continuous
improvement of its maturity in Cybersecurity and Information Security.
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continuous improvement of its maturity in Cybersecurity and Information Security.

Cemig outsources data center infrastructure, managed services and security operations to TIVIT.
TIVIT has a continuity plan and tests it periodically; it is certified under the international 1SO
22301/2019 standard, as shown in the certificate below.

dos

CERTIFICADO

Certifica-se que a empresa

TIVIT TERCEIRIZAGAO DE PROCESSOS, SERVICOS E
TECNOLOGIA S.A.
Av. das Nagdes Unidas, 8501 -5° andar - Pinheiros

05423-110 S50 Pavlo
Brazil

com as unidades relacionadas no anexo

lementou e mantém um Business Continuity Management System.

Ambito de apiicag3o:

Servigos de Tecnologla da Informagdo, Consultoria e Gestdo de Cllentes com atuagdo em: Nuvem
Publica e Privada: Nuvem Piblica, Nuvem Privada, Servicos Gerenclados de Nuvem, Servios
Profissionais, 30 de Desastres e proteqao de dados, como Servico,
licendamento; Solugdes SAP: Adogdo, Gestdo, Operag3o, Sugorte, Qualidade.

Através de uma auditoria, documentada em um relatdrio, foi comprovado que esse
Sistema de estdo cumpre 05 requIsitos da seguinte NOMA

IS0 22301 : 2019

Numero do certificado 432397 BCM19
Data da revisio 20240902
valido a parti de 20221028
vilido até 20251027
Datada certificagio  202209-30

DQS CFS GmbH

Garman Association fer Sustainsbility

1/2

Figure 2: 1SO 22301/2019 Certificate - Business Continuity Management System

Vulnerability analysis

Vulnerability management process:

Cemig has advanced software solutions for vulnerability management and configuration compliance. These tools
perform asset scanning and analysis, web application scanning and configuration auditing to ensure robust adherence
to cybersecurity best practices and guidelines, with the aim of eliminating and mitigating vulnerabilities related to
information security.

Penetration testing

To simulate a cyberattack and assess the security of systems and the network, we conduct penetration tests through
an independent external company to evaluate the resilience of systems against a malicious attack. The independent
company performs an attack simulation to identify vulnerabilities in a system or application. This enables the
identification of possible improvement points and the establishment of preventive actions.

Cyber Threat Intelligence

In addition, complementing the vulnerability management process, we monitor the external environment for threat
detection through the Cyber Threat Intelligence process. This involves research and monitoring to identify threats such
as fake domains, brand abuse, deep and dark web activities, credential leaks, fraud, fake applications and code leaks.
The objective is to detect data leaks, fraud and other threats.
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O Internal audits of IT infrastructure and/or information security management systems

Cemig has an Internal Audit team that periodically performs audits covering IT infrastructure.
Regarding information security management systems, the associated risks are addressed through
controls evaluated in ISAE 3402 assurance reports issued by service providers, as shown in the
screens below.

Status das Verificagdes 27 216 m 216 167 77% CEMIG

 Conclusio gas Verficaches NBo conformidede Fase
b7 L e v\ e - O Iy Gy e L D O TR SV s LR e e 7
.‘...‘.-@-.. - -‘w'l-r NUA- 000X 902462 « Auséncia de mondoramento regutar da ehchoa dos processos de Goverrancs . Planejamento
2004/A1-000X - FO243 - Auséncia d¢ Mentaraments scbie & envelviments Sus sacles inlereisedes v Plngaments
D02UAL-000X- 90359 « Awndncia S envalvimento dos Uderes Sas brees de nagdcio ssbre o8 prncip. Planeamento
D020/A1-000X - PO240 - Precesso de avitalho oe dades de desempenho ¢ conlormidade dos serviges . Planegjamento
2000A- 000X - 10457 - Assincia de orentacho sobre principion & wtilizacho de indicadores para gedt.  Agr
2020/A1- 000X - P0LH0 - Ausincia de Mantoraments sedre stusliracies em lems € regulamentos Planaaments
D020A-000X - FOLAT - Auséncia S mentoraments des milricas - chave 603 processos Oe gevtio de . Plangaments
200TI0001/CIMI-FITLT - Pritcas Laiham em stender planaments maliridade MILZ CIM2 Age L]

Iniciativa (Agial Fase
-
1304 - DTVAE - Estatelocer um checkint pars awaliar o nivel de conlormdads dos formeceds.  Concluide
1307 = DTVC! - Plano de continuidade de servigos de T Conchude
1310 - DIVAE - Criae pobitica de segurancs Gbecadtics especiics para & niraestruturs critics . Conciuide
1311 - DIVAE - Claborar wm plano de gewilo 00 raco Oberméice para & rede niraestrutwra ¢ Concluide
1312 - DTVAR - Clatorar um plano 39 rosposta contea- 2Lagues COOrNECOs pars & niragstry.  Concluide
R— 1213 « DTVAE « Menlifcagho & descrigho 008 risces Cerndtoes 62 nirsesirutwa critca da ©.  Conclude
Govemancs e “scrcioga S momacke « wecomuncacie: [ER3 1316 - DTVGY - Mapsamento do8 Sados sensivers S8 orpancaciio Concluids
K 1217 - DTVGY - Mapeamenio dos dados sensivels 99 organaacle Conctvde
BRI - Aot e Gourcimanso e N e Sarion m 132) - DTINO - kmplementar contrale Se atusiizagho Lempestiv das conliguaSes de segura.  Concluide
LANRRQ0I0 « Aniise 356 SepSenos 30 matwrt 30 ecomacIcier ¢ moseiomad 1474 < DTIO0 « Implementar atividades de wimtacdo de recuperacla do desastres pars wiste.  Concluide
1515 « DTVAE - Esdorar oma pokiea S¢ anslerdncia 6o dades Oe modo 2 lormataar o uso . Conclude

90030608006 0808006086 §

2BIND00Y? « Gemhe ¢ Cormole Aneinguihe ¢ Asmplince @ 1519 - DTVO - Utiiaar lacnokogia de crigtografia nos WO Conclyide
2E0LML008E - D 0 Bxne B O« Rocher ¢ Everaciar 0 UC [ ] 14622 - DTWI0 » Rever 0 processo de sauscho. an . Gho dos mal Vencse
. 1631 - DTV - Aplcative e controle de ransferiacia ¢ hisd de medidores por “OR Code” Concluide
F0THAD000A - Acdezra S Decde de Asvee a 1479 - DTVIO - Implamentar contrale periddics sore conlguraches de santus 208 servidore . Concluide
K00 - Acinone Smems Agincia Vil a In‘l-an-wow'umeomumhcnmuwurmm:e Concluide
1458 < DTN0 + Implamantar controle Se alterachs peridduca de senha &5 Contan pendncas lo.  Concluide
TN D00 - ABnra Gownancs ¢ Gerhe e T a2 1487 - DTI0 - Regstrar s sendas de viuldrios loces dos servidores Windows do GOIS em ¢ Concluide
N - 1491 - DTII0 - Manter st Sicabivas formas pertnentes pars © QUantlative cada usulne com . Concloide
FATTONCNG - VG T 2034 a LAO8 , NIV . Sadamantwr rantralen de reviale ans sreaans 4o rastse aandsirse nea sars  Canclidds

Ovrwina(s) 30 Dados  SAMAX [Rungaivo 0o Methwwi]

Figure 3: Executive Summary of the Internal Audit Result for information security management systems.
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Figure 4: Internal Audit Report related to information security management systems

O Independent external audit of IT infrastructure and/or information security management systems:
please provide the names and standards used (such as ISO 27001)

Cemig has an external auditor (KPMG) that periodically assesses the company's general IT controls (ITGC),
covering both infrastructure and information security aspects. In addition, because Cemig outsources data
center infrastructure, managed services and security operations, the respective providers deliver ISAE 3402
reports and hold certifications such as ISO 27001, TIER Illl, CMMI and PCI DSS, ensuring compliance with
international security, quality and governance standards.

KPMG

TIVIT TERCEIRIZAGAO DE PROCESSOS,
SERVIGOS E TECNOLOGIA S.A.
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Figure 5: KPMG Assurance Report on Information Technology controls and processes
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Tivit, the data center infrastructure provider, also has an integrated Quality Management system that
covers several certifications, among which the following stand out:

a) ISO 9001:2015

CERTIFICADO clqs

Certifica que 2 empresa

TIVIT TERCEIRIZAGAO DE PROCESSOS,
SERVIGOS E TECNOLOGIA S.A.

T 1\ | " tv. s NagBes Uridas, 8501 - 9 andar - Pinheicos
05423-110 Sio Paulo, 5¢
Bra

com as unidades relacionadas no anexo

implementou e mantém um Sistema de Gestio da Qualidade.
Escopo:
Servios de Tecnologia da Informagio, Consultoria e Gestio de Clientes com atuagio em:
Solugdes Digiais: Alocagio de Pessoas, Modernizagio de Aplicacdes, Sustentacio de Aphcacdes,
Solugdes SAP; Nuvem Pblica e Privada: Nuvem Piblica, Nuvem Privada, Servigos Gerenciados de
Nuvem, Servigos Profissionais, Recuperagio de Desastres & proteg3o de dados, Armazenamenta
como Servico, Governanga, Risco &

Ameagas ¢ de Identidade ¢ Acesso,
L 5 . Detecclo e Resp , Centro de Seguranca, Servigos
a Equipe Vermelha, Servicos de Seguranca Gerenciados; Solugdes SAP: Adog3o, Gerenciamento,
Operagio, Suporte, Qualidads; Local de Trabalho Digital: Estratégia de Transformag3o,
Gerenciaments do Local de Trabalho, Assisténcia Omnicanal, Assisténcia com base em Personas,
Assisténcia Humana, Jornada do Usudrio, Otimizagio, Produtividade na Nuvem e Suporte
Preditivo; Processos s Informacdes: Gerenciamento de Conteido Empresarial - ECM e Integracio
Empresariai - EDI; Mainframe e Servicos Transacionas: Servigos Gerenciados de Mainframe e
Transacionais s0b Demanda; Sistemas Inteligentes: Flataforma como Servico para loT
Techfin: Servigos de pagamentos através de APIz, PIX cash in = Cobranga (caby) e Varejo (cob),
PIX cash out, Abertura e gestio de Conta de Pagamentos, Abertura de contas via API,
transferéncia bancarias, Boletos com registro instantineo: Spiit de pagamentos; Webhook de
Pagamentos e Repasses em conts, APIs de consultas, Hub Payments, Consulta de boletos
registrados e Conta Digital.
Através de ditoria, um relatério, foi
que o sistema de gestlo cumpre os requisites da seguinte norma:

1S0 9001 : 2015

Vilido a partir de 20241030
Valido até 2027-08-06
Datada certificagio  202410-30

DQS GmbH

(e L2 ;

Onvitian Geling
Ourtor Erscstive

005 Gk, 2, an
Adminiatsative Offce: DQS do Brasd Lida, Av, Adalfo Pinbeira, 1001 - 3* andar,
04733-100536 Pavlo - 52,

Tha vty o he carification can anly be vrifd by the QRcode 12

Figure 6 - 1ISO 9001:2015 Certificate

b) ISO/IEC 20000-1:2018 - Service Management and ITIL

CERTIFICADO  [u[a[S

Certifica que & empress
TIVIT TERCEIRIZAGAO DE PROCESSOS,

SERVICOS E TECNOLOGIA S.A.
T 1 N\ | 7T av. das Nages Unidas, 8501 - 9 andar - Pinheiros

05423-110 S30 Paulo, SP
Brazil

com as unidades relacionadas no anexo

implementou e mantém um Sistema de Gestio de Servigos.

Escopo:

de suporte, 3o & otimizaio, com atuagdo em:
Sustentagio de aplicagdes, Servicos Gerenciados de Nuvem, SoluBes SAP, Servigos Gerenciados
de Sequranga, Servicos Gerenciados de Mainframe, Detecgdo e Resposta Gerendiadas,
de Ameages e rises ¢

<omo Servigo

Através de uma auditoria, documentada em um relatério, foi comprovado
que o sistema de gest3o cumpre 0s requisitos da sequinte norma:

1SO / IEC 20000-1 : 2018

Nimero do cerificado 432397 SMS18
Vilido a partir de 20241030 ( DAKKS
Vakido até 2027-08-04
Data da certificagio 2024-10-30

DQS GmbH

(. ELns :

Chvissan Gerling
Direter Enecative

DS G, e 21,60423 5 am Main, Germany
il L1, Ao 1091 3% andav,

4733120530 Paule - 5P, Brast
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€) ISO 22301:2019 Business continuity management system

~
A=Z8 CERTIFICADO dgs

Cersficasa gue & smpresa

TIVIT TERCEIRIZAGAO DE PROCESSOS, SERVICOS E
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Seani
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Figure 7: Business continuity plan certification report

ISO 27001:2022 Information Security Management System Certificate

CERTIFICADO  [{u[alS

Cerfica que & empress

TIVIT TERCEIRIZAGAO DE PROCESSOS,
SERVICOS E TECNOLOGIA S.A
T 1\ 7T b s Naion s, 6501 9 amdr - Pohures

05423110 Sho Pauks, 57
Brast

COmM 25 enigages relaCaNades 1O neNd

Ipemenicy € mantem U Sitems de Gesto da Sequrancs da Infermagla

Escepo:
Servigas de Tecncioghs 82 Informacho, Conseltona ¢ Gestlo de Chentes Com J0a(io em
Nuvem PUbICa € Privaa: Nuvem PObIC, Noverm Privada, Servigos Gerentiasas de Nuver,
Serviges Profusioonls. Fecuperachs de Desastres e procecho de dados, Amazenaments coms
Servige. < 7 Governanca, 5co e C
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Figure 8: 1ISO 27001 Certificate - Information Security Management System Certificate.
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[0 Escalation process for employees to report incidents, vulnerabilities or suspicious activities

Incident Monitoring and Response:
Cemig continuously monitors its IT environment through a specialized SOC (Security Operations Center) team,

responsible for monitoring, detecting, investigating and responding to threats.
This team, together with members of the Cybersecurity and Information Management department, forms the CSIRT

(Computer Security Incident Response Team). They work together to respond to incidents, perform analyses and
develop preventive actions to ensure the confidentiality, availability and integrity of services.

Cemig periodically issues communications about cyber risks and encourages employees to report suspicious
phishing attempts or any security incident.

Any employee can directly register a request through a service ticket in the ITSM software, or send inquiries to the
Cybersecurity and Information Security teams. The response team will investigate, analyze and conduct the
appropriate handling.

Fila de Filade . Filade ..

oo «
o] Pesa
orisace. 2 imgact ¢ Urginca
ECT v 3omess
e — e
BT s
BT s
s, 3-mése

1274106167 Sc015002e Mk

+ Prawmma | Mais W

5] Cancelar 4 Anterior

Tarefa de Requisigso - RFT67303

Title [ Liberar acessa s E-mad Externe
€3 Gerenciamenta de Mudancas
103 Tarea deBequicho. | RFTa7I08 Requisicks Primd RF316980
T Gerenciamenta de Periodas de Tempo
Fae [ Fachamento Cotegore | Mio-de-otra
@ Garenciamenta da Prablemss
Etado [ Closed
4. Govemanga woscro  [-auins
@ melnaris Continus Inico Paneiode. | 0270172026 17:54.59 utncs [ 3-meda
5 Diversos Términs Planejado | 02/31/2024 17,3430 prioridade |3 macia
Carambsameio de Cosbrachmmts Prazs de Ennega Paneiads. | 00,0000 GrupoDesgnado | Operagha NZ/SOC
Dessrde [ E210065

Nome do caardirio

Conrdenador de Requisiches

iioreal [ 0370172025 08:36:30

Figure 9: Example of an escalation process for employees to report incidents
O Information security awareness training

Security Awareness and Training Platform
Cemig implemented a security awareness platform. The platform increases employees' resilience against

phishing attacks through simulations of real threats. In addition to phishing simulations, there is educational and
training content that promotes a cybersecurity culture across the company.

Relatorios

Relatérios

Todos os relatérios

Categoria
Tudo v

Relatorios de nivel de risco v2
Veja nossos relatorios de nivel de risco v2 por
grupo, usuanio, gerente ou atividade geral. Esse
relat6rio fomece tendéncias, analises € Intervalos
de nivel de rsco.

Relatorios de atividades de
treinamento

Vefa um relfaténo sobre as atividades de
treinamento da sua organizag3o por Inscrigio
Também & possivel mudar o tipo de relatério para
atividade de treinamento em grupo por usudrio
inscrito

Relatério do usudrio e do grupo
Veja o nivel de nisco, os resultados de phishing e
o status de treinamento de cada grupo de
usuarios ou de cada usuario. Este relatério pode
ser usado para determinar s tipos de e-malls de
phishing que S30 mais propensos a fainas

Relatérios de atividades de
phishing

Veja um relatério sobre as atividades de phishing
da sua organizagao por teste de phishing
Também é possivel mudar o tipo de refatério para
atividade de phishing em grupo por usuano

Figure 10: Training, awareness and phishing simulation platform. The screen shows monitoring reports for training
activities and phishing simulations.
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Figure 11: System screen with phishing simulation templates that simulate real attacks.
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@Informagées do Curso Contrair tudo

i Sobre o Curso
Este curso aborda os principais riscos enfrentados pelos usudrios em ambientes digitais e oferece orientages praficas
para mitigé-los, promovendo uma eultura de seguransa da informagso.
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Figure 12: Screen of the mandatory "Basic Information Security Onboarding" training conducted at Univercemig, the
corporate university.
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Figure 13: Intranet screen - "security communications"

As a result of our practices, no breaches occurred last year.
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